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BBEJIEHUE

[To wroram 12 wmecanes 2025 roma Ha TeppuUTOpUM  PeCIyOIUKU
3aperucTpupoBaHo 967 npecTymieHui, npeaycMoTpeHHbIX ¢T. 208 YK, yuTeHHBIX Mo
HAIpPAaBJICHUIO ACATEIbHOCTH «MPOTUBOJICHCTBUE KUOESPIPECTYNHOCTHY, UTO Ha 284
(41,6%) OosnpIiie IO CPaBHEHUIO ¢ aHATOTHYHBIM TieproaoM 2024 rona.

Jlannabiii  ¢akT, B TEPBYIO oOdYepenb, OOYCIOBICH POCTOM KOJHUYECTBA
3apErUCTPUPOBAHHBIX BBIMOTATENILCTB, CBSA3AHHBIX C OJIOKHMPOBAHMEM MOOUJIbHBIX
ycTporicTB  Apple moa TpeasoroM OKa3aHWA YCTAaHOBKM MOOWJIBHBIX WTP H
MPUJIOKEHUH, COBEPILICHHBIX B OTHOILICHUH HECOBEPIIEHHOJIETHUX, C OJTHOBPEMEHHBIM
CHUIKCHHEM KOJIMYECTBA 3aPETUCTPUPOBAHHBIX BHIMOTATEIBCTB HHBIX BUAOB.

Cnenyer koHcratupoBaTh (DakT, UTO CIOXHUBIIASACA TEHACHIUSA pPOCTa
PETHCTPUPYEMBIX KHOECPBBHIMOTATENECTB, HA (DOHE WX CHMIKCHHUS B TCUCHWE STHBApS-
utoHs 2025 rona, coxpanuTcs B nepBom nojyroauu 2026 roaa.

CormacHO CTaTUCTUYECKAM JaHHBIM, TOJILKO B sHBape-pespame 2026 ronma
BO30ykaeHO yke 191 yronoBHoe Aeno paccMarpuBaemoi kareropuu, uto Ha 151,3%
MPEBBIIAET MOKA3ATEIU MPEABIAYIIETO roja.

Cnemuduka coBepinaeMbix ¢ ucronab3oBanueM MK T BeiMoraTenbcTB yKa3sIBaeT
Ha HEOOXOIUMOCTh TIPOBEICHHUS COBMECTHO C WHBIMH CyObEeKTaMHu MPOMHIAKTHKH
1eJIeHATPABJIeHHOIT Pa3bsICHUTEIbHOH PadoThl C MoBeAcHUEM HHGpOpMAIU 00
AKTYyaJIbHBIX CIIOCO0AX COBEPILIECHUS BEIMOTATENIbCTB.

B cootBercTBuu ¢ nyHktamu 25 u 28 KOMIMJIEKCHOTO MjiaHa MEpPONPUATHIA,
HAlMpaBJICHHBIX HA MPUHATHE MEP MO MPOTHUBOACHCTBUIO KHOCPNPECTYILJICHUSIM,
MpoMITAKTHKE WX COBEPIICHHMS, TIOBBIIIIEHUIO TTU(POBOM rPAMOTHOCTH HACEJICHUS Ha
2026 - 2027 roasl, yTBep:KACHHOTO 3aMmecTuTeseM [Ipembep-munuctpa PecnyOmuku
bemapycrs Kapankesnuem B.M., 3ananupoBanbl MEPOTIPUATHSA 110 HHGOPMHUPOBAHUIO
HaCEJICHUs O HOBBIX CIIOCO0aX COBEPIIEHU KHOSPIPECTYIICHUH, a TaK)Ke pa3paboTKa
U paclpOCTPAHEHUE CPEIH COLMAIBHO YSI3BUMBIX CJIOCB HACEJCHUS TEMATHUUYECKUX
nH(POPMAITHOHHBIX MaTepHaioB O (opmax, Meromax H cmocodax COBEPIICHHS
KHOEPNPECTYIICHHM,

B 510l CcBsA3M Ha3pena akTyallbHOCTh Pa3pabOTKU KOHCIEKTA C aKTyalbHbIMU
croco0aMu COBEPILICHHUS KUOEPBBIMOTATENIBCTB, Il TMOCIEIYIOIIEr0 JOBEACHUA
corpyaaukamMu Tepputopuaabubix OBJ| w3noxkeHHoW B HeM uH(OpPMaIuu mnpu
MPOBEACHUH MPOPUIAKTHIECKUX MEPOTIPUATHH.
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1. BUAbl KNEEPBBLIMOI ATEJ/IbCTB

Bce npectynneHuns, npegycMoTpeHHble CcT. 208 YK, CcOBeplUeHHble C
MCNOMb30BAHNEM  UH(OPMALMOHHO-KOMMYHUKALUWUOHHBIX  TEXHONIOTUWA,  MOXHO
pasfennTb Ha TP OCHOBHbIX BMAA:

1) cBasaHbl C 6/I0KMpOBaHUEM, MoAUpUKAUMER WIN  YHUUTOXKEHUEM
KOMNbIOTEPHON MHopMaumun. Mpu aTom B Nogaenatowem 60/bLLNHCTBE Cy4YaeB
oTMeyvaeTca 6/10KMpoBaHMe MOO6UbHBLIX YCTPOUCTB Apple nocpeAacTBOM BXofa Ha
HUX B NPeAOCTaB/IEHHYIO 3/10YMbILINIEHHUKaMU Noj 6naroBUAHbLIMKM Npeasnioramu
yyeTHyto 3anucb iCloud, 4To B nocnedyltoLWEM MO3BOMAET YAaNEHHO BK/IOUYUTH
«PeXUM yTepu» (TeM caMbiM 3a610KMpPOBaTh YCTPOMCTBO) NGO CTEPeTb AaHHbIE.

Cnefyet OTMETUTb, UYTO paHee 60/blIAs YacTb MNpPeAsoroB 3akw4vanacb B
OH/aH-3HAKOMCTBE MOTEPNEBWNX C MOLUEHHUKOM, MNpPeACTaBAAWUMCA NULOM
MPOTMBOMO/IOXKHOIO MoJsia, Y KOTOPOro cnomanca TeneoH M emy HeobXoauMmo
OKasaTb MOMOWb B 3arpyske Kakux-nmb6o ainnos M3 061ayvyHOro xpaHunuu,a
iCloud.

B HacToAWMIA MOMEHT BEKTOP CMeCTU/CA Ha peknamy 6ecniaTHbIX UIp WK
NPUNOXEHUA B coumanbHoi ceTn TikTok, And yCTaHOBKM KOTOPbIX Heo6XoAauMo
3aTW B NpefoCTaBNeHHbIA MOLWEHHUKOM akkayHT Apple. MoTepneBwW MM B TaKux
cnyyasax BbICTYMawT MOAPOCTKW, ABNAKOLIMECA aAKTUBHLIMW  MOJIb30BaTENIAMY
YKa3zaHHOI counanbHOM ceTn, - Hanbonee ya3BMMasn KaTeropus rpaxaaH.

TakXXe OCTaeTca akTya/lbHbIM TMpegnor o TPYAOYCTPOMUCTBE, [ANA  Yero
3/10YMbILUNEHHUKN NPefOoCTaBAKT COUCKATeN A1 BXOAA AKOObl KOPNOpPaTUBHbIN
akkayHT Apple.

Kpome 3atoro, pag npecTtynneHWin JaHHOro BuAa BbIMOraTenbCTB CBSA3aHbl C
lWwnpoBaHMemM (parinoBOI CUCTEMbI Ha cepBepax NPeaAnpUATUNA;

2) CBfi3aHbl C Yrpo30i  pacrnpocTpaHeHUs  JIMYHOW  MHGOopMaLmn
noTepneBLINX NMB0O NHbIX CBEAEHWUN, KOTOPble NOCAeAHWNE XeNnasinm CoXpaHUTb B
TaHe, NPEMMYLLECTBEHHO - (hoTOorpadumii n BUAEO3aNnMcein MHTUMHOIO XapakTepa, a
TaKXXe WHble NINYHble CBEAEHUSA, KOTOpble B OO/MbLUMHCTBE C/y4vyaeB MOTepneBLlIne
CaMOCTOATE/IbHO Mepecblfiann  3/10yMbILWNIEHHWKaM, Monaras, 4Yto obuwakwTca C
MOTeHUMaNbHbIM MNapTHEPOM A1 3HAKOMCTBA NPOTUBOMOMOXHOIO NONa;

3) cBA3aHbl C Yrpo3oM MPUMEHEHUS Hacunmsa. B fdaHHbIX cnydvasx yrposa
nocTtynana nocne TOro, Kak noTepresBlwne MblTaiucb [0O3BOHUTLCA (NGO Benw
nepenucky) no aboHEHTCKMM HOMepaMm, YKa3aHHbIM B aHKeTax [eBYLUeK,
pa3MeLLeHHbIX Ha MHTEPHET-pecypcax no oKasaHUK CeKCyasbHbIX YCNYT.
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2. BBIMOI'ATEJIBCTBA, COHNPA’)KEHHBIE C BJIOKHPOBAHUEM
MOBWUJIBHBIX YCTPOICTB APPLE

IIpexxae Bcero ciaemyeTr OTMETHTh, YTO MEXaHU3M OJOKUPOBAHWS MOOUIIbHBIX
yCcTporcTB Apple moTepneBmmMX peaju3yeTcss HE IMyTEM B3JI0Ma OIEPAIMOHHON
cuctembr 10S (1iPadOS, macOS, watchOS - B 3aBHCEMOCTH OT YCTPOWCTB), a
MOCPEJACTBOM METOJIOB COLMAIIBHON WHKEHEPUU C MCMHOJb30BAHUEM JOBEPUUBOCTH
rpaXkJaH.

Ipumeuanue: 6 oanvuetiutem 0Jisi NOHAMHOCMU 8 Ka4Yecmae YCmpoticmea 6yoem
2080pumsb 0 MoOuILHOM menegoune iPhone. Ho oannas cxema akmyansha 05 1106020
yempoticmsa Apple: Mac Book, iPad u op.

Tak, 3MOyMBINICHHUKAMHA TIOJ Pa3IMYHBIMEA  OJIATOBHAHBIM TPEUIOTaMHu
BBIHYKJIAIOT coOeceqnnKka BeITH u3 cBoero akkayHta Apple (iCloud) u Boiith Ha
iPhone B MomeHHWYECKHUM aKKAayHT, IS YeTO MPEAOCTaBIIAIOT JIOTHH (aapec
ANIEKTPOHHOTO TIOYTOBOTO AMIKKA) M TTapoiib. C 3TOTO MOMEHTa MOOWJIBHBIN TenehoH
KEPTBBI «B pykax» BeiMoraresss. OH M3MEHSET Mapojib OT YUYCTHOW 3amluCH, 3HAHHUE
KOTOpPOro TpeOyeTcs M BhIXOJA M3 HEE, MOCJE Yero yJaJE€HHO 4epe3 OOjJauyHbii
cepsuc 1Cloud axrtusmpyetr ¢dynkmmo «Haiitu 1Phone», nmepeBons takum oOpazom
YCTPOMCTBO B PEXKUM MPONAKHU, U TTOJIHOCTHIO OJIOKUPYET €rO0.

Jlamee TmoTeprieBIIEMYy TNPUXOAUT cooOmierre (MO0  BBIBOAWTCA Ha
3a0JJOKMPOBAHHOM HKpaHe), uTo TenedoH 3a0JI0KHUPOBaH, a I €r0 pa30IOKHPOBKH
HEOOXOMMO 3alJIaTUTh JIeHbrH. Takke 3a4acTyr0 MPEAOCTaBIISIETCS KOHTAKT B
Telegram nwmma, cmocoOHOTO PEMUTH 3TOT BOMPOC (Kak TPABHIIO, STO W €CTh
3JIOYMBITIUICHAWK, 3a0jo0kupoBaBmwii  TejaedoH). XapakTepHO, UYTO JaXke TIpH
BBITIOJTHEHUH TPEOOBAHUS BhIMOTraress pa3OJOKUPOBKA YCTPOKUCTBA B MOAABIISAIONIEM
OOJIBIIMHCTBE CIIYyUYaeB HE OCYILECTBIISETCA.

CymecTByeT HECKOJIBKO OCHOBHBIX MPEJTOTOB, BEIHYKIAIOIMIHAX MOTEPIIEBIINAX
BOWTH HA CBOMX YCTPOWCTBAX B MOMICHHUYECKHUH akkayHT Apple.

IIpensior 1. Pexkjiama GecryiaTHBIX UT'P ¥ NPIJIOKEHHUH B COLUAIBbHBIX CETSX
U MeCCeH/Kepax.

3MOYMBITIUICHHAKA ~ OCYIICCTBIISIIOT Pa3MENICHUE PEKJIaMbl (daie BCETO
Bueoponk B TikTok mu6o B Telegram), B koTopoit yka3siBaeTcs OeCIIaTHBIN CIIOCO0
ckauate Ha 1Phone To wmm wHoe mpuimoxkenwe (AyuGram, Telegram Premium,
MO3BOJISIONINAE YUTATh YIAJICHHBIE COOOMECHN, 3a0MpaTh «3BE3/b1», CKPHIBATH CTATyC
«onyaita u T.1.), urpy («KPUBG Mobiley, «Standoff 2» u np.) nubGo Moz, moaydnuTh Ha
CBOM OaJlaHC UTPOBYIO BAITIOTY.

JIsisg yCTaHOBKM JAHHBIX TIPEIITOKCHHUH 3710y MBIIIEHHAKY TPEUTAraroT KEPTBE
BoWTH Ha TenmedoHe B mpedocraBineHHb wMu  akkayHT Apple (1Cloud).
[ToTepneBmMMYU B TaKWX CIIy4asiX BBHICTYTAIOT TOJPOCTKH, SIBJISIONTAECS aKTHBHBIMHA
MOJTb30BATENISIMHU COIMMAITBHBIX CETEH, - HanbosIee yI3BUMast KaTETOPHs TPaXKIaH.
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Ipeasor 2. «Cnomanacsa teiaedpon». Oxazanue momomu ¢ daijsamu u3
o0auroro xpanuiauima iCloud.

B nmamHOM cnydae mepBOHAYalbHAS KOMMYHHWKAIWS 3JI0YMBINIJICHHUKA W
KEPTBHI TPOUCXOTUT B TPHIOKCHHUSIX OO caiitax mis 3HakomMcTB (Mamba,
Masked.love, Twinby, Mail.ru u ap.) mu6o Telegram-uarax («Jleonapmo JlaiBuHIHK
W JIp.), T MOIIEHHWK BBICTYMACT B KAUECTBE JIMIA, TMPOTHUBOIOJIOXKHOTO IIOJA,
JKEJaloIIEero MO3HAKOMHUTHLCA. 3aTeM «HOBBIM 3HAKOMBIM» IEPEBOAUT OOICHHE B
MECCEHJDKED, T/Ie TIOJ Pa3TUYHBIMH TPEAJIOTaMu (HarpuMep, ciaomalics TeiaedoH u
HEOOXOAMMO OUYEHb CPOYHO CKauaTh Kakue-Tn0o0 (aiyibl: KypCOBYIO WJIA BaXKHBIC
JOKYMEHTHI) BBIHYKIA€T TIOTEPIIEBINETO 3aiTH B UYKYIO YUETHYIO 3anmuch Apple Ha
ceoeM 1Phone. Ilpm stoM g Gonbpinero yOeaWTEIRHOCTH MPHCHIIACT 3apaHee
3aroToBiicHHBIe oTorpaduu pazomToro TtenedoHa, TOJIOCOBHIE COOOIICHUSA |
BHJICO3AITHCH.

[TonyuuB cormacue, 370YMBITIUTICHHUK BBICHIIACT JIOTHH W TAPOJb, a TOCHE
BX0/1a IOTEPIIEBITAM B YUETHYIO 3aMMCh MEHAET MAPOJIh M BKITIOUACT PEKUM MPOTIAXKH.

IIpensior 3. TpyaoycTpoicTBo.

3MOYMBITIUICHHUK OCYIIECTBIIACT pa3MENICHHe pekiambl B cetn UHTEpHET 0
MOUCK COTPYJAHMKA HA BaKaHCHIO, KaK TPABWIO CBA3AHHYIO C TECTHPOBAHHUEM
MOOMIBHBIX TPHIOKEHUH Ut ycTpoiicTB Apple. Tlociae ymadHoro «mpoxoxaeHUs
cobecemoBaHUA» KEPTBE TPEIOCTABJISAETCSA JIOTUH W TAPOJb I BXOJAa B SIKOOBI
KOPIOPATUBHBIN akkayHT Apple, KOTOPBIH HOKEH UCIIOIB30BATHCA TSl paOOTHI THO0
3arpy3KH HEOOXOAMMBIX MPHITOKCHHH.

[Tocne Bxoma couckarens Ha cBoeMm i1Phone B mpemocTaBieHHYIO YUETHYIO
3amuch Apple OH OKa3bIBACTCS B JIOBYIIKE. 3aT€M TIPOUCXOIAT COOBITHS, AaHAJIOTHUHBIC
OIMCAHHBIM BBHIIIIC.

IIpensior 4. Ilepexoa no pUIIMHIOBOIi CCHLIIKE.

B HekoTOpBIX chaydasx «MHTEPHET-3HAKOMBIN» BMECTO YOCXKICHUS >KCPTBHI
BOWTH Ha CBOEM Ha TeneOHE B MOIICHHUYECCKUN akkayHT Apple, MoxkeT cOpOCHTH
CCBUIKY JUTSI CKQUMBAHUA MPHIOKEHUS, MO0 BX0oma B obmauHoe xpanwmiie 1Cloud,
rae OyJeT MpeayIoKeHO BBECTH JIOTHMH M TIApOJIb OT YYETHOW 3amucu Apple yxe co
CTOPOHBI moTeprneBmero. JlanHas ccpika OyaeT  SABIATHCS  (DUITUHTOBON
(momnenbHOM). BBens aBTopH3aiinoHHbIC JAHHBIC CBOSH YUETHOW 3amicH, OHU CPasy
K€ CTaHYyT HW3BECTHHI BhIMoraTemo. [lociae cMeHwl maposis MOCISAHWH HE TOJBKO
3a0JIOKAPYET YCTPOMCTBO KEPTBHI, @ TAKXKE MOYUUT JOCTYI K €T0 JTUIHBIM JAHHBIM
(botorpadmm, adnbl, 3aMETKHA, TEOMO3WIMSA, TMo4YTa ¢ JAp.), KOTOPHIC
CHHXPOHHU3HUPOBAHKI B 00JJAUHOM XPAHHITHIIE.

BAKHO!

PaGoTHHKH CEpBHCHBIX IICHTPOB HE OKA3BIBAIOT YCIYTH IO BOCCTAHOBIICHHIO
yerpoiicTs Apple nubo yuetHsix 3anuceii 1Cloud, 3a06;10kMpOBaHHBIX MOIIICHHUKAMMU.
Pa36nokupoBark Takoe yCTPONCTBO BO3MOXKHO TOJIBKO IyTEM OOpaIieHus: B CIyKOy
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TEXHUYECKON  MOMJCPKKM  KoMmaHuu  Apple,  TpPWIOXKHB  JOKYMCHTHI,
MOATBEPIKIAIOIINAE 3aKOHHOCTD €T0 MPHOOPETESHNA.

JIsis 3TOTO MOTEPNEBITHI MOJKEH 00paTUThCS B CiyxkOy moamepxku Apple
mocpeacTBoM  cepBuca Request Activation Lock  Support [ https://al-
support.apple.com/#/al/agreement | u mpe10CTaBHTh:

IMEI ycrpotictsa;

JIOKA3aTeNIbCTBA TIOKYMKHA ycTpoucTBa (uek, kopodka ¢ IMEI, rapantwitabiii
TajioH);

JIOKA3aTeNIbCTBA €T0 <JICTATHFHOTO» HCIOJb30BaHUS TMOTEPICBIIAM (yUeTHAs
3amuch Apple morepneBiero, NMpUBA3aHHBIC OAHKOBCKHUE TIUIATCKHBIC KApPTOUKH,
TenedOHHBIC HOMEPA U TIOYTOBBIC AIIHKH ),

00CTOATENHCTBA MPOTUBOMPABHOTO BXOAa (IIyTeM BBEICHHS B 3a0JIyKICHHUE) B
momeaanaeckuii Apple ID.

[Tpotiecc BoCCTaHOBIICHHS Yepe3 CITy K0y TOMICPKKH 3aHUMAET OT HECKOJIBKUX
JHEW 110 HEASIW, MPH 3TOM YCTPOMCTBO MOXKET OBITh COPOIIEHO /0 3aBOACKHX
HACTPOCK (BCE TAHHBIC YIAJIATCA).

3anomuute! Hacrpoiiku iPhone He ajs urp!

. HUKOTJa ¥ HE TOJ] KaKUM MPEIOTOM HE BXOJUTE HA CBOEM MOOHIBHOM
YCTPOMCTBE B UYXKYIO YUETHYIO 3amuch Apple, qaxe eciau Bac 00 3TOM MPOCHUT JAPYT U
TeM 0oJiee - HE3HAKOMBIM YEI0BEK U3 MHTEPHETA,

. HUKOMY He cOOOIaiiTe Bally JJOTMH M apojib OT akkayHTa Apple;

. HE TIEPEeXOJUTE IO HEW3BECTHBIM CCHIJIKAM, TI€PECIaHHBIM BaM
HE3HAKOMBIM YE€JIOBEKOM; HE BBOJAMTE HA MOCTOPOHHUX CaMTax CBOM JIOTHH M MapoJib
ot akkayHTa Apple iCloud.

CoBeT poaMTeNIsIM, YbH ASTH UCIOIB3YIOT MOOWIbHEIE YeTporcTBa Apple. s
TOro, 4ToObl Baml PeOCHOK HE CMOT OCYIIECTBUTH BBOJ JIOTHHA M Mapojd
MPEIOCTABJICHHBIX 3JIOYMBIIIUICHHUKOM, JOCTaTOYHO YCTAHOBUTHb POAMTEILCKUM
KoHTpoiab. OH HHKaK HE OrpaHHYMBacT AcHCTBHSI peOcHka B (yHKITHOHANC
MOOHIBHOTO YCTPOMCTBA, a TOJBKO 3alpeliacT BRINTH M3 YUeTHOM 3ammcu Apple, a
TaK>K€ BOCIOJIb30BAThCS MJIATSKHBIMU CPEACTBAMM.



https://al-support.apple.eom/%23/al/agreement
https://al-support.apple.eom/%23/al/agreement
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3. BBIMOT'ATEJIbCTBA, CBSI3AHBIE C IM®POBAHUEM ®ANJIOBOI
CUCTEMBI HA CEPBEPAX IPEANPUATUI

Momenanueckas cxema mudpoBanusa (GaioB Ha cepBepax MPEANPHSITHIA,
W3BECTHAs KaK araka ¢  WCTIOJB30BAaHWEM  MPOTPAaMM-  BBIMOTATENCH
(A pOBATBIITUKOB), SBIACTCA OJHOW W3 HaWOOJIEE OMACHBIX KHOEPYyrpo3 s
Oou3Heca. 37TOYMBITIUICHHUKH TPOHUKAIOT B CETh, UYTOOBI 3amu(poBaTh KPUTHUECCKA
BA)KHBIC JTAHHBIE U TTOTPEOOBATH BHIKYT 32 UX BOCCTAHOBJICHHUE.

KAK ITPOUCXOAUT ATAKA?

CoBpeMeHHbBIE aTaku MUA(PPOBATBIIMKOB — 3TO HE aBTOMATWYECKHAM BUPYC, a
XOPOIIO CIUIAHUPOBAHHAA ONEpauus, ynpasjsaeMas JIOApMU. Ee MOXHO pa3aenuTs Ha
HECKOJIbKO JTaIoB:

1. IIpoHukHoBeHMe B ceTh. HauanbHbIi JOCTYN 37I0YMBIIUICHHUKH MOTYyYarOT
Pa3IUYHBIMU CIOCO0AMMU:

o (PUIIIMHT: MaCCOBBIC WM TIEJIEBBIC PACCHIIKH MUCEM COTpYyaHHUKaM. Hampuwmep,
MUCbMO MOKET MAaCKUPOBAThCA MO HakIaaHyto oT «1C:Ilpennpusrue» ¢ BI0KECHHBIM
apXWBOM, BHYTPH KOTOPOTO HAXOAUTCS BPEIOHOCHBIN (paiit;

0 aTaKa HA YJAJCHHbINA JOCTYI: B3JIOM CJIA003AIMIIECHHBIX TOYEK BX0J1a, TAKUX

kak RDP (mporokon ymanenHoro pabouero croma), VPN wam cepBepel ¢
YSA3BUMOCTSIMH .
o HCTIOJIb30BaHUWE JIETUTUMHOTO [10: 3M0yMBITTUICHHHKA MOTYT TIPUMCHSTh

JeTabHBIE TIPOrpaMMbl sl MoHWTOpHHTA (Hanmpumep, Mipko Employee Monitor),
yTOOBl OCTABaThCSA HE3AMEUCHHBIMA W W3ydaTh aKTUBHOCTh COTPYJAHHUKOB,
IepexBaThIBaTh HaXKaTHs KiaBuil U Oydep oOMeHa .

2. 3akperuieHue u pa3Beaka. [lonas BHYTpb, 3JI0yMBIIUICHHUKA HE HAUUHAIOT
mudposanue cpady. OHM H3y4alOT CETh, WIYT IICHHBIE JAHHBIC, TTOBBIMIAIOT CBOH
MPUBUJIETHH, TTOJTYYAIOT JOCTYT K KOHTPOJIJIEPaM IOMEHA
M, 9TO CaMO€ BaXHOE, HAXOAAT W CTApalOTCAd BBIBECTH W3 CTPOS PE3CPBHBIC KOTIHH.
DTOT ATan MOXKET AJTATHCA HEIEIAMHU.

3. loaroroBka k ¢uHAIBHOII aTtake. Ilepen 3amyckom mmHdpoBaIbIIUKa
MPECTYIMHUKNA YacTO KpaayT KOH(QWIOEHIMAIbHBIC MaHHBIC. OTO JAENaeTcs Ui
JBOMHOTO MIAHTAXa: OHW YTPOXKAIOT HE TOJIBKO HABCET1a 3a0JIOKUPOBATh (PaiiiIbl, HO
oy O0IMKOBATh YKPAACHHYIO HH(GOPMAIIHIO B UHTEPHETE.

4. 3anyck mmdpoBaHusi. B HazHAUCHHBI MOMEHT Ha BCEX KITIOUCBBIX
cepBepax ¥ pabodmnx CTAHIHAX 3aMyCKaeTCs BpeAoHOCHas mporpamma. OHa HAUMHACT
maccoBo mmdpoBars nokymeHTh (Office, PDF, 6a3b1 manHbIX, HCXOMHBIN KO U T.1T.),
YaCcTO MEPEUMEHOBBIBAS UX M OCTABJISS B KaXK10# marnke (aiit ¢ TpeboBaHUeM BHIKYTIA.
CoBpemMeHHbIe MH(PPOBATTHITAKA TAKXKE YHHUTOXKAIOT TCHEBBIC Kommiu TOMOB (VSS) n
OTKJTIFOYAIOT CPEACTBA BOCCTAHOBJICHUS CHCTEMBI, YTOOBI Yy JKEPTBBHI HE OCTANOCh
MPOCTBIX MyTEW OTKATA.
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KAK SBAIHIUTUTHCA OT HHTUDPPOBAJIBIIUKOB?

3aiura J101KHA ObITh MHOTOYPOBHEBOM U CTPOUTHCA HA MPUHLIMIE «IOBEPSH,
HO TIPOBEPSN», a TAKXKE HA TOTOBHOCTH K TOMY, YTO aTaka MOET NPOU30UTH B JTHO00#H
MOMEHT.

TexHuueckue Mepbl 3a1UTHI HHPPACTPYKTYPHI.

» Henpukacaemble pe3epBHbIC komuu (mpaBuiao 3-2-1). 3T0 camblii TJIaBHBIH
MyHKT. Y Bac JAOHKHO OBITh KaK MAUHAMYM TPH KOMHWH JAHHBIX, HA JABYX Pa3HbIX
HOCUTENAX, W OJHA KOMUs 00A3aTeNIbHO [OJKHA XPAHUTHCS BHE OCHOBHOM
uHppacTpykTypsl (oduiaiin), 4ToOBI 3TOYMBIIUICHHUKA HE MOTJIH JI0 Hee 100paThes .
B o06maunbix cpemax CTOWT WCMOJB30BATh HEWM3MEHseMbie (immutable) pe3epBHbIC
KOIIAW, KOTOPBIC HEJTb3s N3MEHUTH MWW YIAAIUTH JaKe MPA KOMIPOMETAIANA YUETHOM
3aMucy aIMUHUCTPATOPA.

 [IpWHIMD MWHWMAJIbHBIX MPUBWICTHH. Y COTPYAHUKOB JOJDKEH OBITH JOCTYTI
POBHO K TEM JaHHbIM, KOTOPbi€ HEOOXOAWMBI AJisi padOThl, W HE OOJbIIE.
AJIMUHUCTPATUBHBIC YUYETHBIC 3aMHUCH JOJKHBI HCMOJIb30BATHCSA TOJIBKO s
BBITIOJTHCHHSI KOHKPETHBIX 3a/1a4.

» Mmuorodakropnas ayrenrudukanus (MFA). O6s3arensHo Brmouute MFA
BE3Jie, TJ€ ATO BO3MOXHO: Ui JaocTymna k moute, VPN, obmauHbiM cepBHCaM H,
KOHEUHO, K KOHCOJISIM aIMUHUCTPUPOBAHUS CEPBEPOB.

» CermeHnraimsa cetu. Kputnueckn BakHbie cepBephl ((haioBbie, Pe3ePBHOTO
KOTAPOBaAHUsA, 0a3bl JAHHBIX ) JOJHKHBI HAXOIUTHCA B OT/IEITHHBIX BUPTYATBHBIX CETIX
(VLAN) c¢ ’xecTkMMH TpaBHJIaMHU J0CTyma. JTO HE JAcT arake C 3apaKeHHOTO
KOMIIbIOTEPA OyXrajirepa ObICTPO MEPEKUHYTHCSA HA BCE XPAHWIUIILIA.

* OOHoBnenne [1O0 w monutwku 3anycka. CBOEBPEMEHHO YCTaHABJIMBAWTE
obHOBNeHUA OezomacHOCcTH. Vcnons3yliTte Oenbie crimckn npuiioxkennii (ApplLocker,
WDAC), uTo0b1 3ampeTHTh 3aITy CK HETIOMHUCAHHBIX WJTH HEPA3PEIICHHBIX TIPOTPaMM,
BKJTIOYAsT HEU3BECTHBIE TTU(POBATTBIIUAKH .

YTO HE HAJO JEJATh PABOTHHUKAM TIPEJINPUSTHII?
IMPABWIA IIU®POBOI I'MTUEHBI.

Camass coBeprieHHas 3alUTa MOXKET PYyXHYTh H3-3a OJHOW OMMOKH
corpyaauka. [loaTomy mepcoHany KaTeropuuecK HEITb35:

1. mepexonuTh TO TOMO3PUTEIBHBIM CCHIJIKAM W OTKPHIBATH BJIOKEHUS B
MACHMax OT HE3HAKOMIICB, JA)KE €CJTH OHU BBITJISAT KaK JOKYMEHTHI OT KOHTPareHTOB
WJTH TOCOPTaHOB;

2. MCTONB30BaTh ciaadbie maposu (tuma "password 123", "Qwerty" wimu "TC")
3aMMCHIBATh UX HA CTUKEPAX, MPUKIICEHHBIX K MOHUTOPY

3. MOAKII0YaTh K pabdoOyuM KOMIMbIOTEpAM JIMUYHbIE WM HaijaeHHble USB-
HAKOIHATEITH, KOTOPHIE MOTYT OBITh 3aPA’KCHBI,

4. UTHOPUPOBATh HEOOBIYHOE TOBEJACHUE KOMIIBIOTEpPA (PE3KOE 3aMeJICHUE,
HEBO3MOXKHOCTh OTKPBITH (Daiijibl, TOSIBJICHWE CTPaHHBIX (PaitioB ¢ TpeboBaHueM
BBIKyTa). B Takoi#i curyanuy HyKHO HEME/UICHHO OTKITIOUNTH KOMIBIOTEP OT CETH H




coobmuth B 1 T-oTHen;
5. mepenaBarh JOTHHBI M TAPOJIH KOJIIEraM 1o Telle(OoHy I B MECCCHKEpax.

YTO AEJATD, ECJIU ®ANJIBI YKE 3AIIIU®POBAHBI?

Ecmun Gena Bce-Takw cirydminach, TJaBHOE MPABWIIO — HE TAHWKOBATh W HE
IaTUTh BHIKYTL. [lJ1aTesk He rapaHTHPYeET BO3BPAT JAHHBIX U JIUIIb (PMHAHCHPYET
AajIbHele aTAKH MPEeCTYITHUKOB.

Ilnan aercTBU DOJKEH BBHITIISIACTD CIICAYIOITUM 00pa3oM.

1. MzonampoBarth 3apakeHHBIC CUCTEMbl. HeMeMIEHHO OTKITIOUNTE 3apaKEHHBIC
KOMITBIOTEPHl U CEPBEPHI OT ceTH ((PU3MUECKH BBIJCPHUTE CETEBOW Kabens). ITo
MOXET OCTAaHOBUTH PACTIPOCTPaHEeHHE MU(PPOBAHAS HA IPYTHE YCTPONCTBRA.

2. Coobumts 0 mpobaeme. HemenneHHo yBeIOMHTE PYKOBOACTBO U OTHACI
uH(popmarmonHoi Oe3zomacHOCTH. Ecim B KOMIAHWKW €CTh  PETJIAaMEHT  TI0
pEearnpoBaHUIO HA MHITUACHTHI, CIICTyHTE eMY.

3. OneHuts yniepO W _HavaTh BOCCTAHOBJIEHHE. BMecTe cO cnemuaaIncTaMu
OTIpENIENTUTE, KaKUe CHCTEMBI 3aTpOoHYTH. ECITH y Bac ecTh UMCTHIE, HE 3aTPOHYTHIC
aTakoW pe3epPBHBIC KOMHMH, MOXHO HAYMHATH MPOIECC BOCCTAaHOBJCHUS. (s 3TOTO
noTpedyercs MOJHOCThIO mepeycTaHoBuTh OC Ha 3apa’k€HHBIX MaIllMHAX W TOJBKO
MOCJIC STOTO BOCCTAHABIMBAThH JAHHBIC.

4. OOpaTUThCA B MIJIULUAKD. ITO HE MPOCTO PEKOMEHAAIMSA, @ BaXKHBIN 1I1ar 1j1s
odurmanbHOM ¢ukcammu npectyruieaus. [IpencraBurens koMnanuu (PyKOBOAUTEID
WM OTBETCTBCHHBIH 3a WH(HOPMANMOHHYIO 0€30MacHOCTh) MJOHKEH HaIlWuCcaTh
3asBJieHre. HeoO0XonuMo npeaocTaBuTh JII0Oble MaTepUalibl, KOTOPhIE MOTYT TOMOYb
paccieTIOBaHMIO: TIEPETUCKY C BeIMOTaTeNsaMu (ecm oHa Obiia), [P-aapeca, oOpasite
sammdpoBaHHbIX (aiioB (I Mocneaylomeld mepeaade dkcrnepram) U ¢GaiioB ¢
TpeOOBaHUSIMU.

CIEAYET IIOMHMUTD: atakn mmdpoBaibIIIKOB - 5TO BOMPOC HE «ECITN», a
«xorma». [losromy kmou Kk wWHGOPMANMMOHHONH O€30MaCHOCTH TPEANPHITHS -
HAJIC’)KHBIE U30JIMPOBAHHbIE O3Kambl, 00YUYE€HHbIE COTPYHUKN U OTPAaOOTaHHbBIN TUIaH
JICUCTBUM HA CJIy4ald UHIUMJICHTA.
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4. BBIMOI'ATEJIBCTBA, CBA3AHHBIE C YI'PO30i1
PACITPOCTPAHEHUS JINYHOM NHOOPMAILINN
MOTEPNEBUINX JIMBO MHBIX CBEJEHNI, KOTOPBIE IMMOCJEIHUE
"KEJIAJIM COXPAHUTD B TATHE

[Ipn maHHOM BHJE BBHIMOTATENIHCTB B TOAABJISIFOIIEM OOJIBIIMHCTBE CITydYacB
00BEKTOM TPECTYIUICHUS SABISIOTCA oTtorpad W BUACO3ANMUCH HMHTHMHOTO
XapakTepa TMOTEPIEBINET0, TMEPEnucka Ha CEKCyalbHYIO TeMy J00 WHad
KOMITIPOMETHUPYIOIas nHPpOpMaIus.

[TepBoHaUaNbHAST KOMMYHHUKAIIHAS 3JIOYMBIIIIJICHHAKA M JKEPTBBI MTPOUCXOTUT B
MPWIOKEHUAX 00 caitax g 3HakoMcTB (Mamba, Masked.love, Twinby, Mail.ru n
ap.) mmbo Telegram-yatax («Jleonmapmo JlafiBuHuwk» u 1p.), TAE MOIICHHUK
BBICTYTIACT B KAUECTBE JIMIIA, MPOTHUBOTIOJIOKHOTO TTOJIA, KETAFOIIETO TTO3HAKOMHTHCS.
3atem 0OIIeHUE JOBOJIBHO OBICTPO MPHOOpETaeT ceKcyalnbHbld moarekct. « HoBwbiid
3HAKOMBIi» TpeiaracT OOMEHAThCS WHTHMHBIMH ¢oTorpadusmu. [Ipu stom s
OonpIiero  yOeAWTETbHOCTH TPWCHUTACT 3apaHee 3aroTOBJICHHBIE SKOOBI CBOM
dbotorpadum mbO BHUIECO B OOHAKEHHOM BHU/IE.

B cnyuae, ecnu xepTBa «IMOBENAch» Ha JAHHOE MPEUIOKEHUE U COPOCHIIA CBOH
WHTUMHBIC (poTorpadvii WM BHJACO, JTOYMBINUICHHUK WX coxpaHseT. [Ipu sTom
OTMPABJICHAE CAMOYHHUYTOXKAIOIINXCA COOOIEHNH HE TIOMOXKET, TaK KaK dKpaH BCET/1a
MOXHO cdoTtorpadupoBaTh ApyruM  ycTporcTBOM. OAHOBPEMEHHO C OJTHM
BBIMOTATEh cOOMpaeT WHPOPMAITHIO O KEPTBE B ceTH VHTEpHET: HAXOIUT CTPAHUITHI
B COIMAJIBHBIX CETAX, aHAJIM3UPYET JaHHBIC U3 OTKPHITHIX HCTOYHHUKOB, Y3HACT KPYT
JIpy3ed U POACTBEHHHKOB, MECTO padOThl. 3aTeM 3J0YMBIIIJIEHHUK COOOIAET, YTO
PacpoCTPaHUT UMEIONIHNECS Y HETO MHHTUMHBIC (hoTOrpaduivi MOTEPIICBIIETO CPEIN €TO
JPy3€# W 3HAKOMBIX JTUOO BBUIOXKHUT B OTKPBITHIN JOCTYT, €CJIM €My HE 3ariaTtarh 3a
WX HEPACIIPOCTPAHCHHUE.

Ecom ke B X0/€ MHTEPHET-TICPETIMCKHA BHIMOTATEII0 HE YMaJOCh TOJIYYHTH
WHTUMHBIC H300payKEHHUS KEPTBBI, OH MOXET M3TOTOBHTH MX C MMOMOIIIBIO Pa3THUHBIX
dboTopenakTopoB, ucmonab3ys dororpadun codeceTHHKAa U3 €T0 COMAIBHBIX CETCH.
Taxoke 37TOYMBITTUICHHHK MOXET yTPOXaTh OTJIACKOW COCTOSIBIIEHCS TEPENUCKH HA
CEKCyaTbHBIE TEMBI, TOTIOJTHUTEIHHO COOOIIMB, UTO SBJIACTCS HECOBEPIICHHOICTHHM,
TakuM 00pa30oM HaMmMeKas O BO3MOXKHOCTH TPHUBJICUCHHS KEPTBBI 32 «COBpAIICHUE
MaJIOJICTHETOY.

B HEKOTOPHIX CiIydasX «MHTEPHET-3HAKOMBII» MOMXET COPOCHTH (DUITHHTOBYIO
CCBUIKY, HATPUMEP, A1 TpocMoTpa GoTo B 00TIaUHOM XPAHUJIUIIE JTUO0 €ro BUICO HA
Pa3IMUHBIX CTPUMUHTOBBIX cepBHcax. [lepeiias mo cChliike ¥ BBES CBOM JTaHHBIC (KaK
MpaBuiI0, aDOHEHTCKHUI HOMED M TTOJTyICHHBINA KOA-TIOATBEPKACHNE) 3II0yMBIIIIICHHUK
MOJTy9aeT TOCTYT K MECCEHKEPY KEPTBHI U €T0 CONMATBHBIM ceTsAM. B Takom ciydae
BBIMOTATENTh TIOJIyYaeT JOCTYN KO BCEM KOHTAaKTaM W TEPETHUCKaM MOTEPIICBINETO, a
NP HATMYWH B HUX HHTHMHBIX (DOTO HJTH BHICO (HampuMep, Py OOIICHHHN ¢ APYTHMHA
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JEByMKaMu) OO WHOW KOMIIPOMETHPYIOMCH WH(OPMAIMK, HCMOB3YeT €€ TIO
BBIINICONMMCAHHOMY TIPUHIWITY. B maHHOM ciydae cuTyamusi yCyryOmnsercs TeM, 9To
3JIOYMBITIUICHHAK BHUJWT BCE PEATbHBIC KOHTAKTHI KEPTBBI, a TaKXKe MOXKET
HCITOJIH30BATh €€ JIMYHBIC YUCTHBIC 3aMMUCH JIJISI COBEPIICHUS WHBIX MOIICHHUYECCKUX
JEHCTBUN (TIPOCUTH OJIOJIKUATH JCHBIH, TIEPEBECTH CPEICTBA HA OJIATOTBOPUTEIHHBIN
cOop U T.11.).

3anomuute! Hacrpoiiku iPhone He ajs urp!

. HUKOTJAa HE OTMPABIANTe CBOM WHTUMHBIC (ororpadum U BHIEO
HE3HAKOMIIAM U3 UHTEPHETA,

. HE OCTaBjsiiTe B ceTH HMHTepHET 0 cebe nuuHyio WHOOPMAIMIO W HE
JIEIUTECh C HEel ¢ HE3HAKOMIIAMH;

. CKpoWiTe mAaHHBIe O cebe¢ B HACTPOWKax KOH(PHIACHIIMAILHOCTH B
COIMAITBHBIX CETIX U MECCEHDKEPAX,

. HE TICPEXOMUTE TI0 HEW3BECTHBIM CCBHUJIKAM, TIEPECIIaHHBIM BaM

HE3HAKOMBIM YEJIOBEKOM, HE BBOJMTE HA MIOCTOPOHHUX CAWTaX CBOM JIMYHBIC JAHHBIC
U KOIBI U3 COOOIIEHUN.

TAKXE CIEAYET ITOMHUMTD, uTo HM3rOTOBJIECHHE W PACHPOCTPAHECHHUE
MOPHOTPAPUUECKUX MaTEPUATIOB WM TPEIMETOB TOpPHOTrpaduyuecKoro XapakTepa
BJICUET 3a CO0Oi mpuBJIeYeHHE K YroJIOBHOH OTBeTCTBEHHOCTH 1O CT. 343
YronosHoro koaekca Pecny0nnku benapyce.
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5. BBIMOTATEJIbCTBA, CBSI3AHHBIE C YI'PO30i TNPUMEHEHUSA
HACWIUS, MOCJIE TIOCEHIEHUSA CAWUTOB TII0 OKA3AHUIO
CEKCYAJIBHBIX YCJIVYI'

3IMOyMBINIUICHHUKA Ha Pa3IHdHBIX CaMTaxX MO OKA3aHHMIO CEKCyalbHBIX YCIYT
pa3sMEIaloT aHKETHl JCBYIICK, B KOTOPHIX 3a4acTyl0 B KaueCTBE KOHTAKTHOI'O
yKa3bIBalOT a0OHEHTCKHUIT HOMEp OeTOPyCCKOro oneparopa MOOMJIBHON CBS3H.

[TorepnieBmue, HAxXOMACh B TIOWCKAax TMOMOOHBIX YCIyr, Oe3pe3ysbTaTHO
MBITAIOTCS JTO3BOHUTHCS 1O YKAa3aHHOMY B aHKeTe a0OHEHTCKOMY HOMeEpy (TpyOKy
HUKTO HE CHUMAET).

B mocnenyromem, kak MpaBWiIo HA CICAYIOMAN ACHB, TOTEPIICBIINM ITOCTYTIAET
TenedOHHBIN 3BOHOK, B X0/I¢ KOTOPOTO JIMTIO C BRIPAXXEHHBIM KaBKA3CKUM aKI[ECHTOM B
roJI0ce COOOIIAET, YTO MO MPUYHHE 3BOHKA TIPOU30ILIO0 « OJIOKUPOBAHKE KacChly (IO
WHBIC TIPUYWHBI), BBHIY YEr0o «ACBYIIKM HE MOTYT pabotarh». B xome 3BOHKa
3JIOYMBITIUICHHWK TpeyIaraeT PEIiuTh BOTPOC «THUXO-MHUPHOY, TOIMOJHHB OanaHC
«Kacchl», TEM CaMbIM €€ pa3OIoKupoBaTh. B manpHEHIIEM TPOUCXOINAT TaBJICHUE B
CTOPOHY >KEPTBHI M CKJIOHCHHE K MEPEBOAY BCE OONBIAX CyMM JCHEKHBIX CPEICTB
MOJl PA3IMYHBIMA TPEJIOTaMH, B TOM YHCJIC BBICKA3BIBAIOTCA YTPO3bI KH3HU H
3IOPOBBIO MOTEPIEBIIETO MO0 ero OIU3KUX POACTBEHHUKOB.

B nocneayromiem o0iiieHHE MEPEBOUTCS B MECCEHKEP, KyAa cOpachiBAlOTCA
PEKBU3HTHI, HA KOTOPBIC HEOOXOAMMO TTEPEUNCITATD JCHEKHBIE CPEICTB (KaK MPaBHIIO,
p2p mepeBoabl). Tyaa ke TOTEpIEBIIAE COPACHIBAIOT SJEKTPOHHBIC YEKH Kak
MOJATBEPKACHUAE O MEPEBOAE NEHEKHBIX CPEICTB.

B HekoTOphIX cllydyasix Ha 3BOHKM WM COOOIIEHUS MOTEPHEBIIMX MPH
MOCEIIEHUHN UHTEPHET-CAUTOB OTBEYAET SIKOOBI AEBYIIIKA U IOTOBAPUBAETCS O BCTPEUE,
JUIsi 4ero TpeOyroTcs MpeaoruiaTel B KaueCTBE rapaHTUHU. B IeHCTBUTEIBLHOCTH
HUKAKOW JEBYIIKA ° HE CYIIECTBYET, a 3JIOYMBIIUICHHUKH MNPOCTO HMHUTUPYIOT
»KeHCKHi1 ronoc. [locne coBepiieHns TaHHONH MOIIEHHUYECKON CXEMBI TAKKE CIEAYIOT
3BOHKM 110 BBIIIEOIMUCAHHOMY NPUHLIUITY.

CJIEAYET IIOMHUTDb! Peknama yclyr ceKCyaJbHOTO XapakTepa B
PecnyOnuke benapycs 3amperiena. OTkasz ot moA00HOT0 J0CyTa HE TOJIBKO YOepeKeT
Ballie 3J0POBbE, HO U JICHBIH.
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SAKNTHOYEHWE

HecmoTps Ha cHumxeHue B 2025 rogy Ha 5,8% KonmyectBa COBepLUEHHbIX
KnbepnpecTynsieHnin, ysennyeHne ¢aktoB BbiMOratencts B cepe UKT aukTyeT
aKTya/ibHOCTb [aHHON npo6semMbl. MOLWEHHUYECKMNE CXEMbl 3/10YMbILUEHHNKOB
BCerja BUAOM3MEHAKTCA, OHAaKO, AOBeeHMe MOLEHHUYECKNX CXeM Cpeam LenesbiX
ayanTopuin rpaxgaH (yvauimeca u CTYAEeHTbl, UX POoAUTENNn, paboTHUKM TPY[OBbIX
KO//IEKTUBOB W KPYMHbIX KOMNaHWW W fAp.) NO3BOMNT MOBbLICUTb WX LUPPOBYIO
rpamMoTHOCTL M TakMMm 06pa3oMm  CnpoumnakTUpoBaTb COBEPLUEHWE  HOBbIX
MPecTynieHni.

CTtapLunii onepynosHOMo4YeHHbIn no OB/
FYMNK KM MB/, Pecny6nukun benapycb
NOANONKOBHUK MUTULNK .C.JleHCKunI

02.03.2026



